Ilpecmynnenus ¢ cghepe 8b1COKUX MEXHONO2U
U Kak yoepeuv ceds om Hux

beicTphle TeMIbl TPOHUKHOBEHMSI WH(POPMAITMOHHBIX TEXHOJOTHM BO BCE
cheppl  KM3HENEATCIBHOCTH  YeJOBEKa  HapsiAy ¢  HUMEIoIEed  MeCTO
HEKBATU(UIIMPOBAHHOCTBIO  OMPENEIICHHON 4YacTH IMOJb30BaTeNe  SIBJISIIOTCS
MPEANOCHUIKOM BO3PACTAONIET0 KOJTUYECTBA KOMITBIOTEPHBIX UHIIUAEHTOB.

B 3aKOHOJATEIbCTBE PecnyOnuku bemapych IPEAyCMOTPEHA
OTBETCTBEHHOCTh, B TOM YMCJIE€ YTOJIOBHAsl, 3a COBEPILICHHE MPOTUBONPABHBIX
JesTHUN B cepe BHICOKUX TEXHOJIOTHIA.

YTroNOBHBIM KOJEKCOM MPEAYCMOTPEH PsJ MPECTYIUICHUM, OTHECEHHBIX K
KOMIIETEHIIMU TOAPA3JEICHUN 0 PACKPBITUIO MPECTYIUICHUH B cdepe BBICOKUX
TexHoyiorui. PaccMoTpuM ux moapoOHee.

Cmampsa 212. Xuwienue nymem ucnoib306aHus KOMRbIOMEPHOU MEeXHUKU

1. Xumienue umyIiecTsa nyTeM u3MeHeHus nHdopMaiuu, oopadbaTsiBaeMoil B
KOMITBIOTEPHON  CHUCTEME, XpaHSAIICHCs Ha MAaIIMHHBIX HOCHUTENIAX WM
nepegaBaeMor IO CETsAM IMepelauyd JaHHBIX, JHMOO IIyTeM BBEJICHHUS B
KOMIIBIOTEPHYIO CUCTEMY JIOKHOM MH(pOpMaIuu -

HakaspIBaeTcs ImTpadoM, WM JIUIICHUEM TIpaBa 3aHUMATh OMNpPEACICHHBIC
JOJDKHOCTH WJIM 3aHUMAThCSl OMPEACTICHHON NESITEIbHOCThIO, WM apecTOM, WU
OTpaHMYEHUEM CBOOOIBI Ha CPOK JIO TPEX JIET, WU JIUIIIEHUEM CBOOOJIBI Ha TOT JKE
CPOK.

2. To e pesHHE, COBEPIICHHOE IIOBTOPHO, JUOO TPYIIONH JIMI[ IO
MpEeABAPUTEIIBHOMY CTOBOPY, JHMOO COMNPSDKEHHOE C HECAHKIIMOHUPOBAHHBIM
JOCTYIIOM K KOMITbIOTEpHOU HH(OpMALINH,-

HakasbIBaeTCs mTpadom, Uik UCTIPaBUTEIBHBIMU pa0OTaMH Ha CPOK JIO JIBYX
JIET, WA apeCTOM, WM OTPpaHUYCHUEM CBOOOJIbI HA CPOK OT ABYX JO ISATH JIET, UIU
JIMIIIEHUEM CBOOOJBI Ha CPOK JO ISITH JIET C JIMIIEHWEM IIpaBa 3aHUMATh
OTpe/iCICHHbIE JOJDKHOCTH WJIM 3aHUMAThCSl OINPECICHHON ACATENbHOCThIO WU
0e3 JTuIIeHMUS.

3. JlesHusi, npeayCMOTPEHHBIE 4YacTAMUA | wWiIM 2 HACTOSIIEH CTaThH,
COBEpIIICHHBIC B KPYITHOM pa3Mmepe, -

HAKa3bIBAIOTCS JIUIIEHUEM CBOOOJBI HA CPOK OT JABYX JO CEMH JET CO
mrpadom uian 6e3 mrpada ¢ KoHPucKauen uMyIiecTBa Wik 0e3 KOH(QUCKAIUU U
C JIMIIEHWEM TIpaBa 3aHUMATh OMPEACICHHBIE JOJDKHOCTH WM 3aHUMAThCS
ONpPEeCICHHOMN JAEATEIbHOCTHIO WU 0€3 JIUIIICHHUS.

4. JlesHusi, MpenyCMOTPEHHbIE YacTsIMH 1, 2 Wim 3 HACTOSIIEHW CTaThH,
COBEPIIICHHBIE OPTAaHM30BAHHON IPyNMoi 1100 B 0cO00 KPYITHOM pa3mMepe, -

HAaKa3bIBAIOTCS JTUIICHUEM CBOOOJBI HA CPOK OT IIECTH /10 MITHAAIATH JIET C
KOH(pUCKAME HMMYIIECTBA W C JIMIICHUEM IIpaBa 3aHUMATh OIPE/ICIICHHBIC
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JOJKHOCTH WJIM 3aHUMAThCS ONPEACIICHHON IEATeIbHOCThIO WU 0€3 JTUIICHUSI.

Heob6xoanumo OTMETHTb, 4TO OTBETCTBEHHOCTh 3a TesHMUS,
MpelyCMOTPEHHBbIC ¢m.2 2, HacTynaer ¢ 14-1emueco so3pacma.

[IpumMepom Takoro MPECTYIUICHUS] MOKET OBITh XUIIICHUE JCHEKHBIX CPE/ICTB
C HaWaeHHOW /MO0 TOXUIIEHHONW OaHKOBCKOM TIJIATEKHOM KapTOUYKU C
UCIIOJIb30BAaHUEM OaHKOMAaTa, IUIaTeXXHOro TepMHHana. B mociegHee Bpemsi Bce
yarie (UKCUPYIOTCA (aKThl XUINEHUM C UCIOJB30BAHMEM PEKBU3UTOB KapT MpPH
ocyiiecTBieHur VHTepHET-IIaTexel, a TakkKe 3aBlIaJicHUE JCHEKHBIMU
CpPEACTBAMH, XPAHSUIMMUCS Ha CUETaX pa3IUYHBIX DJIEKTPOHHBIX IUIATEKHBIX
CHUCTEM U CEPBUCOB.

Cmamova 349. Hecanxuyuonupogaunwvlit oOocmyn K KOMRbIOMEPHOU

ungopmayuu
1. HecankmuoHupoBaHHBI A0CTYyn K WHGOPMALMM, XpaHSIIICHCS B
KOMIIBIOTEPHON  CHCTE€M€, CeTH  WJIM  Ha  MAIIMHHBIX  HOCHUTEIX,

COMPOBOXKIAIOIINICS HAPYIIEHUEM CHUCTEMbl 3allUThl (HECAHKIMOHUPOBAHHBIN
JAOCTYyI K KOMIBIOTEPHOM HH(OpMaALMK), TMOBIEKIIMA 1O HEOCTOPOKHOCTU
U3MEHEHUEe, YHUYTOKEHHE, OJOKMpOBaHME HH(MOpPMALMU WJIM BBIBOJI U3 CTPOSA
KOMITBIOTEPHOTO 000pYAOBaHUs TMO0 MPUUYMHEHHE UHOTO CYILIECTBEHHOTO BpEa, -

HaKa3bIBaeTCs WITPa()OM HIIA apECTOM.

2. HecaHKUMOHUPOBAHHBIA JOCTYH K KOMIBIOTEpHOH HH(pOpMaIUH,
COBEPIICHHBIM W3 KOPBHICTHOM WJIM HWHOW JIMYHOM 3aMHTEPECOBAHHOCTH, JMOO
IPYIIION JIUI MO MPEIBAPUTEIIBHOMY CTOBOPY, JMOO JIUIIOM, UMEIOIIUM JOCTYI K
KOMITBIOTEPHOU CUCTEME WIIM CETH, -

Haka3bIBaeTCsl MWTpadoM, WM JUIICHUEM MpaBa 3aHUMATh OIpPEEICHHBIE
JNOJKHOCTA WJIM 3aHUMAThCS ONPEHAECICHHON ACATEIBbHOCTBIO, WM apecTOM, WU
OTrpaHUYEHUEM CBOOOJIBI HAa CPOK J0 ABYX JIET, WM JIMIIEHUEM CBOOOBI HA TOT e
CPOK.

3. HecaHKIMOHMPOBAHHBIA JOCTYNl K KOMIBIOTEPHON HHPOpManuu 10O
CaMOBOJIBHOE ITOJIb30BAHUE JJIEKTPOHHOM BBIYMCIIUTEIBHONW TEXHUKOU, CPEACTBAMHU
CBSI3M KOMIIBIOTEPU30BAHHOM CHUCTEMBI, KOMIIBIOTEPHOM CETH, IIOBJIEKIIME II0
HEOCTOPOKHOCTH KPYIIEHUE, aBAPUI0, KATACTPO(Py, HECHACTHBIE CIIy4aH C JHOAbMU,
OTPULIATENLHBIE HW3MEHEHHMS B OKPYXKAIOLIEW CpeAe WIM HHBIE TSKKHUE
NOCJIEICTBUS, -

HAKa3bIBAIOTCSl OrPAaHUYEHUEM CBOOOIbI HA CPOK JO MATH JIET WIH JUIIEHUEM
CBOOO/IBI HA CPOK JIO CEMU JIET.

Hampumep — HECAaHKUMOHUPOBAHHBIA JOCTYIl (OTKPBITUE W IPOCMOTP
(aiiioB, mNHceM, MEPENHUCKH) K DJJIEKTPOHHOW IOYTE, YYETHBIM 3alUCsAM Ha
pa3IMyHBIX calTax, B TOM YHCJI€ B COLUUAIBHBIX CETAX, K HH(pOpMaINH,
coJiepKalleics Ha KOMIIbIOTEPE, B CMapT(POHE U 3AIUILIEHHON OT JOCTYIA TPETbUX
JIULL.



Cmamovsa 350. Moougukayua komnvromepHnoi unghopmayuu

1. 3amenenue wHOOpMAIUU, XPAHAIICHCS B KOMIIBIOTEPHOU CHCTEME, CETH
WM Ha MAlIMHHBIX HOCUTENSX, JIMOO BHECEHHME 3aBEJOMO JIOKHOU HH(pOpMaIuuy,
MPUYMHHUBIIME CYIIECTBEHHBIN BpEd, IPU OTCYTCTBUU MPU3HAKOB IMPECTYILICHUS
MPOTUB COOCTBEHHOCTH (MOAM(UKAIMSI KOMIIBIOTEPHON HH(pOpMALIHH) -

HakasbIBalOTCsl mMTpadoM, WM JUIIEHUEM TpaBa 3aHUMAaTh ONpPEACICHHBIC
JNOJDKHOCTH WJIA 3aHUMATBCSL OMPENEIICHHON NIESITENbHOCTBIO, WM apecTOM, WU
OTpaHUYEHUEM CBOOO/IBI HA CPOK J0 TPEX JIET, WK JUIIEHUEM CBOOOJIbI HA TOT K€
CPOK.

2. Moaudukanuss  KOMOBIOTEpHOW  HHGOPMAIUK,  COMPSKEHHAs  C
HECAHKIIMOHUPOBAHHBIM JIOCTYIIOM K KOMIIBIOTEPHON CHCTEME WU CETU J10Oo
MIOBJICKIIIASl TI0 HEOCTOPOKHOCTH TOCJIECACTBUS, YKa3aHHble B yacTu 3 cratbu 349
Konexkca,-

HAKa3bIBAETCSI OrpaHUYCHHEM CBOOOIbI Ha CPOK JIO MATH JIET WU JUIICHUEM
CBOOOJIbI HAa CPOK JI0 CEMHU JIET C JIMIIECHHWEM IIpaBa 3aHUMAaTh OIPECIICHHBIC
JTOJKHOCTH WJIM 3aHUMAThCSI ONIPEAETICHHON JIESITEIbHOCTBIO UK 0€3 JINIIECHUS.

B kauectBe mnpumepa MOXKHO TIPUBECTH MPOU3ZBEICHHBIE HW3MEHEHUS
KOMIIBIOTEPHON HH(OOpPMAIUHU: TIEPENNUCKa B AJIEKTPOHHOW TMOYTE, B COLMAIBHOMN
CETU, B MECCEHJDKEpE ¢ IIpaBaMu APYroro I0JIb30BaTellsd; U3MEHEHHUE TEKCTOBO,
rpaduyueckoi 1 MHOW MHGOPMAIIMU; BHECEHUE M3MEHEHHUHN B 3allUIICHHBIC 0a3bl
JTAHHBIX U T.1.

Cmamusa 351. Komnviomepuuwtii cabomaoic

1. YMbllIeHHBIC YHUYTOXKEHUE, OJIOKUPOBAHKE, ITPUBEJCHUE B HEIPUTOJTHOE
COCTOSTHUE KOMIBIOTEPHON MHGOPMALIMU WJIM MPOTPAMMBI, JTUOO BBIBOJ U3 CTPOS
KOMIIBIOTEPHOTO 000PYAOBaHUs, JIMOO pa3pyllieHUE KOMIIBIOTEPHOW CUCTEMBI, CETH
WJIM MAIIMHHOTO HOCUTEJISI (KOMITBIOTEPHBIN caboTax) -

Haka3bIBalOTCs IMTpadoM, WM JUIIEHUEM TpaBa 3aHUMAaTh OMpPEACICHHBIC
JTOJDKHOCTH WJIA 3aHUMATBCSL ONPENECIICHHON NIeSITEIbHOCThIO, WM apecTOM, WU
OTpaHUYECHUEM CBOOO/IbI HA CPOK JIO MSATHU JIET, WJIN JIUIIIEHUEM CBOOOIBI Ha CPOK OT
OJIHOTO TOJIa JIO TIATH JIET.

2. KommbroTepHblii cabOTax, COMNPSIKEHHBIM C HECAHKIIMOHUPOBAHHBIM
JOCTYIIOM K KOMIIBIOTEPHOM CHCTEME WJIM CETH JUOO0 TOBJICKIINN TSKKHUE
MOCJIEACTBUS, -

HaKa3bIBAETCS JIMIIIEHUEM CBOOOIbI HA CPOK OT TPEX J0 JACCATH JIET.

3/1ech Mbl TOBOPHUM 00 YMBIIIIJIEHHOM YHUYTOXEHUM (yAaJeHUU, TPUBEICHUN
B HEINPUTOJHOE COCTOSIHUE, MU(POBAHUN) KOMIIBIOTEPHOU HHPOpMALUK JTHOO €€
OJIOKMpPOBAaHUM (HApUMEp MYTeM CMEHBbl MapoJis JOCTyNa, W3MEHEHUU
rpaguyeckoro Kiroya u T.1.).

Cmamosa 352. Henpagomepnoe 3a61a0enue KOMnolomepHoil uHgopmayueil

HecankiimoHupoBaHHOE  KONMUPOBAHUE  JIMOO  HMHOE  HEMPABOMEPHOE
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3aBjajieHne uHQpopmalen, XpaHsamencss B KOMIBIOTEPHOW CUCTEME, CETH WX Ha
MaIllMHHBIX ~ HOCHUTENAX, JMOO mepexBaT UH(pOpMAIMU, TepelaBaeMoil ¢
HCIIOJIb30BAHUEM CPEJICTB KOMIIBIOTEPHOW CBSI3M, TMIOBJICKIIUE MPUYUHEHUE
CYIIIECTBEHHOT'O Bpea, -

HAKa3bIBAIOTCS OOIIECTBEHHBIMH paboOTaMu, WM MTpadoM, WU apecToM,
WJIM OTPAaHUYEHUEM CBOOObI HA CPOK J0 IBYX JIET, WU JUIIEHUEM CBOOOJIbI HA TOT
KE CPOK.

B nmaHHOM cilydae y4YUTBHIBAIOTCSI JCHCTBUS, CBSI3aHHBIE C KOMHWPOBAHUEM
KaKoW-1u00 3HauuMoil WHGOpPMAIMHU, MOBJIEKIINE NPUYMHEHHUE CYIIECTBEHHOTO
Bpeaa. K mpumepy — KONMPOBAHHUE MUCEM W3 DJICKTPOHHOW IIOYTHI, JIMYHOMU
MEPENUCKU U3 COLMAIBHBIX CETEH, 3aKPBITHIX JIJIi MPOCMOTPAa TPETbUMHU JIULIAMU
dboTorpaduii ¢ KoMIbIOTEpPA.

Cmamoa 353. H3comoenenue nubo coOblm CnReUUuabHbIX CPEeOCcme O/
NnOJIy4eHUs HENPABOMEPHO20 00CHYNA K KOMNbIOMEPHOI cucmeme uiu cemu

N3rotoByieHue ¢ 11ey1bl0 cObITa IMOO COBIT CIEIUAIbHBIX MPOrPAMMHBIX WJIU
amnrapaTHbIX CPEJICTB JJIsl MOJY4YEHUsS HEMPABOMEPHOTO JIOCTYIA K 3alIUIIECHHOU
KOMIIBIOTEPHOM CUCTEME UJIU CETH -

HaKa3bIBAIOTCS IMITpadoM, WIM apecTOM, WM OrpaHUUYCHHEM CBOOOJBI Ha
CPOK JI0 ABYX JIET.

Crathst jgocTaToyHo crenuduyHa U MOPUMEHSIETCS TMpU  pa3padboTKe,
U3TOTOBJICHUHU U COBITE CHEIUAIBHBIX MPOrpaMM M yCTPOMCTB, MpeIHA3HAYCHHBIX
JUIsl OCYIIECTBIICHUS HECAHKIIMOHUPOBAHHBIX JIOCTYIIOB, HANPUMEp MOIJIEIbHBIX
CMapT-KapT i1  NPOCMOTpPa  3aKOJUPOBAHHBIX  KAHAJIIOB  CIIYTHUKOBOTO
TEJIEBUICHUSI.

Cmamwvsa 354. Pazpadomka, ucnonv3zoeanue Jaud0 pacnpocmpaneHue
8PEO0OHOCHBIX NPOZPAMM

1. Pa3paboTka KOMIIBIOTEPHBIX MPOTPAMM WJM BHECEHHE HW3MCHCHUU B
CYIIECTBYIOIIME MPOTPAMMBI C IEJbI0 HECAHKIIMOHUPOBAHHOTO YHUUYTOXKEHUS,
OJIOKMpOBaHUs, MOJU(PUKAIIMA WIM KOMUPOBAHUS WH(POPMAIIUM, XPAHSIIEHCS B
KOMIIBIOTEPHOM CHUCTEME, CETH WJIM Ha MAIIWHHBIX HOCUTEIX, JUOO pa3paboTka
CIEHMAIBHBIX BUPYCHBIX MpPOrpaMm, JUOO 3aBEJOMOE MX HCIOJIb30BaHUE, JTUOO
pacrpoCTpaHCHUE HOCUTENICH ¢ TAaKUMHU MPOTpaMMaMM - HaKa3bIBalOTCs MTpadoM,
WM apecTOM, WM OTrpaHWYEHHEM CBOOOJIbI HA CPOK JI0 JABYX JIET, I JIMIIICHUEM
CBOOO/IBI HAa TOT K€ CPOK.

2. Te xe neucTBUs, MOBJCKIINE TSHKKHE TOCIEACTBUS, - HaKa3bIBAOTCS
JMIIEHUEM CBOOO/IbI HA CPOK OT TPEX JIO JIECSITH JIET.

K yroiaoBHOW OTBETCTBEHHOCTH IO JIAHHOUN CTAThe MOTYT OBITh IPUBJICUCHBI
JuIla 3a pa3paboTKy BPEAOHOCHOTO MIPOTPAMMHOTO OOECTEUYEHHUs, a TaKke
pa3pabOTKy M HCMOJIb30BAHUE BUPYCOB, HANPUMEP OJOKUPYIOMIMX CcMapTHOHBI
100 MU PYOMKUX KOMIIBIOTEPHYIO HHOOPMAIIUIO Ha CepBEpax.



Cmamwvsa 355. Hapywienue npasun 3IKchayamauyuu KOMRbIOMEPHOU
cucmembl Uiy cemu

1. YMblIIEHHOE HApYLIEHUE MPABUII AKCIUTYaTallM KOMITBIOTEPHOM CUCTEMBI
WU CETH JIMLIOM, UMEIOIIUM JIOCTYIl K 3TOW CHUCTEME WIIA CETH, IMOBJIEKIIEE IO
HEOCTOPOKHOCTH YHUYTOXKEHHE, OJIOKMpPOBAHHME, MOJUPUKAIMNIO KOMIBIOTCPHOU
uHpopmalnuu, HapylmieHue paboThl KOMIIBIOTEPHOrO OOOpYyAOBaHUS  JIUOO
IIPUYMHEHNE NHOTO CYLIECTBEHHOT'O BpPEAQ, -

Haka3bIBaeTCsl WTpapoM, WM JUIICHUEM MpaBa 3aHUMATh OIPEICICHHBIE
JOJDKHOCTH WM~ 3aHUMaTbCAd  ONPENEJICHHOW  JIESTENbHOCTBIO,  WIH
WCIIPAaBUTEIIbHBIMU pabOTaMU Ha CPOK J0 ABYX JIET, UJIU OTPAHUYCHHEM CBOOO/IbI
Ha TOT K€ CPOK.

2. To xe nesaHue, COBEPIIEHHOE MPHU 3KCIUTyaTallid KOMIBIOTEPHOW CUCTEMBbI
WU CETH, CoJiepKaliei nHGOpPMaIHIO 0CO00# IIEHHOCTH, -

HaKa3bIBAa€TCs JUIICHUEM MpaBa 3aHUMATh ONPEACIICHHbIC JOKHOCTH WIIU
3aHUMAThCS ONPEACIICHHON JEATEIbHOCTHIO, UM OTPAHUYEHUEM CBOOOBI HA CPOK
710 TpEX JIET, UJIW JTUIIEHUEM CBOOOIbI Ha TOT K€ CPOK.

3. JlessHusi, mpenyCMOTPEHHBIE YacTSIMUA MEPBOM WM BTOPOM HACTOSIIEH
CTaThbH, TMOBJIEKIIUE 10 HEOCTOPOKHOCTU TOCJIEJICTBUS, YKAa3aHHbIE B YacTd
TpeThen ctatbu 349 nHacrosimero Konaekca, -

HAKa3bIBAIOTCSl OrPAaHUYEHUEM CBOOO/IbI HA CPOK 0 MATH JIET WIH JIUILIEHUEM
CBOOOJIBI HAa CPOK JO CEMH JIET C JIMIICHWEM IpaBa 3aHUMATh ONPEIEIICHHbIC
JTOJKHOCTH WJIM 3aHUMATBCSI ONTPEAEIICHHON JIESITEIbHOCTBIO UK 0€3 JINIICHUS.

VYkazaHHass cTaThsid MPUMEHSAETCS K JIMI[AM, HWMEIOIUM JOCTyl K
KOMIIBIOTEPHBIM CETSIM UM CUCTEMaM, B KOTOPBIX XPaHUTCS 3HaUMMasi HH(popMaIus,
XajaTHbIE JEUCTBUSI KOTOPBIX MPUBEIHM K HAPYIICHUIO (PYHKIIMOHUPOBAHUS TAKUX
CUCTEM.

OTBETCTBEHHOCTH 3a JIEAHUS, IPEyCMOTPEHHBIE cm.cm.349-355 HacTynaer ¢
16-remnuezo o3pacma.

Takxxe ¢ ucnonbzoBaHueM ceT MHTEpHET MOXKET COBEPIIATHCS P MHBIX
YT'OJIOBHO HaKa3yeMbIX TPOTUBOIPABHBIX JICSTHUMN:

« MomeHHn4ecTBo (¢1.209 YK);

o IPUYMHEHUE UMYIIECTBEHHOrO Yyliepba 0e3 NpHU3HAKOB XMILECHUS
(cT.216 YK);

 U3FOTOBJIEHUE U PACHPOCTPAHEHHE MOPHOIPAPUUECKUX MATEPUATIOB TN
npeaMeToB nopHorpaduueckoro xapakrepa(cr.343 VK, c¢1.343-1 VK);

. kieBera (cT.188 YK);

« ockoposenue (ct.189 YK);

+ Pa3KWraHue pPACOBOW, HALIMOHAIBHOM WM PEIIMTMO3HOW BpPaXIbl WIIH
po3nu (c1.130 YK) u unsie.

B 2017-2018 romax Ha tepputopun ['pogHeHCKOW oOjacTh HaOII0AaeTCs
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OTUETIMBAsT TEHJEHIUS POCTa KOJIMYECTBa (DAKTOB COBEPIIEHHUSI MPOTUBOMPABHBIX
nestHA B ceTh IHTEpHET, KOTOPBIE BBIPAKAKOTCSA, C OJJHOM CTOPOHBI, BO «B3JIOME)
U HECAaHKI[MOHMPOBAHHOM MCIOJIb30BAHUM YYETHBIX 3aluced MOJIb30BaTENeld B
COLIMAJIBHBIX CETSX, a C IPYTrOM CTOPOHBI — B COBEPIIEHUH XUILEHUI C KapT-CUETOB
rpakiaH MyTeM MOIIEHHUYECTBA JTMOO UCIONIb30BAHUS KOMIBIOTEPHON TeXHUKU. 1
B 000MX cCily4asix 3J0YMBIUUICHHUKH TOJIb3YIOTCS HU3JIMIIHEH JOBEPUMBOCTBHIO U
HEOCMOTPUTEJIBHOCTBIO CAMUX I10JIb30BATENEH, 8 TAKKE UX XAJIATHBIM MOJXOJ0M K
obecrnieyeHnro 6e30MacHOro UCIOJIb30BaHusI ceTu HTEpHET.

CHauana NpecTynHUK MOJy4aeT HECAHKIIMOHUPOBAHHBIA JIOCTYNI K CPEACTBY
CBSA3M C TMOTEHUUAIbHBIM TMOTEPHEBIIUM, OOBIYHO H3TO YYETHBIE 3alUCU B
COLIMAJIBHBIX CETSX, SJEKTPOHHBIE MOYTOBBIE SIIMKH, AKKAYHTHl B Pa3IUYHBIX
nporpaMmMax, MpeJHa3HAYeHHBIX i1 oOMeHa cooOuieHusaMH, Hampumep Skype.
OOBIYHO 3TO CTAHOBUTCS BO3MOKHBIM BBHJY HEOPEKHOIO OTHOILIEHUE BIlajeiblia
caiiTa K 00€CeYeHUIO COXPaHHOCTU KOH(PUACHIIMAIbHON UH(pOpMaALUK (JIOTUHOB,
napoJieid) 0 moJib30BaTeNsAX JIMOO OECHEeYHOCTH camMuX Mojb3oBateneil [Ipu stom
Takasi 0ECIIEYHOCTh CO CTOPOHBI MTOJIb30BATENIEN MOKET MPOSIBIATHCS B!

o TIIOMAJAaHUM  HA  YJOYKY  JIMI,  CO3JaBLIUMX  «(UIIUHTOBBIN»
(MMUTHUPYIOIINI HACTOSIIINI) CalT;

« BBOJIE JIOTMHOB U MApPOJEN OT CBOMX YYETHBIX 3aIMCEN B COLICETH WIH
AJIEKTPOHHBIX MOYTOBBIX SAIIMKOB HA HWHBIX, HE HMMEIOIIUX OTHOIICHUS K
(YHKIIMOHMPOBAHUIO YKa3aHHBIX CEPBUCOB, cCailliTax;

 WCIOJB30BAHUU UJCHTUYHBIX PEKBU3UTOB JUIsl aBTOpU3ALlUM HaA
pa3IMYHBIX pecypcax;

o UCIIOJIb30BAHUM CJIMIIIKOM JIETKUX MapOJIeH;

« OTCYTCTBUM Ha YCTPOMCTBax CpEACTB, IMO3BOJIIOUIMX OJOKHUPOBATH
paboTy BPEJIOHOCHBIX TPOTPaMM U JIp.

[lonyyuB peKBU3UTHI, 3JIOYMBIIUIEHHUK 3aXOJUT B YUETHYIO 3alUCh >KEPTBbI
U OCYIIECTBJISET PACCBUIKY KOHTAKTaM BJIQJIENIbla B3JIOMAHHOW YUYETHOW 3aIliCH
COOOUIEHUSI MOLIIEHHUYECKOTO XapaKTepa.

Cnenyer KOHCTaTUpOBaTh, 4YTO (aHTa3usg MPECTYNHUKOB Oe3rpaHuYHa,
BapUaHTOB (POPMYIMPOBOK TaKUX MPOChO MHOKECTBO, IPUBEAEM HEKOTOPHIE
IpUMEPHI TAKUX COOOIICHUM:

. «Bacs (x npumepy), s HaX0Kych B Poccuu, y MEHs yKpaJil KOLIEIEK U
TenedoH. CpoUHO HYX HBI J€HbIM Ha OuieT qomoil. OTipaBb MHE Ha KapT-CUET
(31ech MOXET ObITh MOOWJIBHBIM HOMEpP TeneoHa, KOMIENEK B AIEKTPOHHBIX
matexHbix cucremax Anaekc./lensru, QIWI, WebMoney unu apyrux) 5 000
(MOILIEHHHUK MMEJ BBHUJY POCCHICKHUX, 3HAN OblI OH, 4TO B benapycu ykazaHHas
CyMMa CTOJIb CYLIIECTBEHHA, OH Obl YTOUHUI) pyOJieil. Bce BepHy mo npuesy.»;

. «IIpuBet, y TeOs ecTh JelcTByromias OaHKOBCKas KapTtouka? Moto
3a0JI0KHpPOBAJIK, & KaK pa3 CeroJHs MHE JOJIKHBI IEPEUNCIUTh I€HbIH. MOXKHO
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s 1aM PEKBU3UTHI TBOEH KAPThI, HA HEE MPUAYT AEHBIH, IOTOM OTAAIIb MHE. B
JIOJITY HE OCTaHYCh!»;

« «J momoraro B cOope CpeACTB I JICUECHHS MOEH JajbHEu
POJICTBEHHUIIBI, Y HEE Cepbe3Hasi 00Je3Hb, HY>)KHO MHOTO JeHer. [lepeuuncnu,
€CJIM €CTh BO3MOKHOCTB, XOTh KAKYFO-TO CYMMY Ha KOIIEIEK).

Jlanmee mpecTynmHUKY OCTAeTCs KJaTh OTKIMKA OT HUYETO HE MOJI03PEBAIOIINX
co0€CeTHUKOB U MPOSIBISATH CBOU CIIOCOOHOCTH B PUTOPUKE U YOCIKICHUU.

B caydae, korma moTepneBIIMM OT3bIBACTCA HA YJIOBKY IPECTYIHUKA H,
Oynyun OOMaHyTBIM, CaM OCYIICCTBIISICT MEPEBOJ CPEACTB Ha MPEIIOKEHHBIC
PEKBU3UTHI, B ICUCTBUSX 3JIOYMBIIUIEHHUKA YCMAaTPUBAETCA COCTAB MPECTYIJIIEHHUS,
npeaycMoTpeHHoro crarbedt 209 VYromnoBHoro kojekca PecnyOnuku benapych
«Mo1tieHHUYeCTBO» (B 3aBHCHUMOCTH OT CYMMbI MOXMIIEHHOTO MaKCHUMajbHasl
OTBETCTBEHHOCTh MOXKET COCTaBJISATh KaK TpPU, TaK WU JECATh JIET JIALICHUS
CBOOO/IBI).

Korpma nmeer MecTo npenocTaBiieHUE MOTEPHEBIINM TIJIATEKHBIX PEKBU3UTOB
Y OCYILIECTBIICHUE TPAH3aKIMU 3JI0YMBIIUICHHUKOM IIyTEM UX BBOJIA HA PA3JIUYHBIX
caltax, MOJJICPKUBAIOIINX BO3MOXHOCTh COBEPIICHUS IUIATEXKHBIX ONEpalnid,
UMeeT MecTo cTaThsl 212 «XwWIlleHHe IyTeM HCIOJIb30BAHUS KOMIBIOTEPHOU
TEXHUKW» (TaKKe€ B 3aBUCUMOCTHM OT CYMMbl MAaKCHMaJbHOE HaKa3aHUE
BapbupyeTrcss OT 3 1o 15 njer nuiieHuss CBOOOJABI, MPU OSTOM 3aKOHOM HE
npeaycMOTpeHa MUHUMAJIbHAsE cyMMa XuileHus). [Ipu 3ToM HazesThes Ha TO, YTO
MPECTYNIHUK B JIAHHOW CHUTYyallMM OCTaBUT Ha Bamem kapT-cuere XOTh KaKyHO-TO
CYMMY, K COKQJIICHUIO, HE MPUXOJIUTCS.

Heo0xoauMo OTMETHUTb, YTO COBEpPIIECHUE TPaH3aKIUA 10 OaHKOBCKUM
IJIATeKHBIM ~ KapTOUYKaM CaMUM  BJaJeiblieM JUOO HapylIeHUE MpPaBUI
MOJIB30BAHUS KAPTOUYKAMH, BBIPA3UBIICECS B TEpe/Iavye IUIATEKHBIX PEKBU3UTOB
TPETHUM JIUIIAM, IPAKTUYECKH HE OCTABJISICT IAHCOB BEPHYTh JICHEKHBIE CPEICTBA
C HCHOJb30BAaHMEM JICMCTBYIOLIEr0 B  bemapycu  npuHLOUIA  HYJIECBOWU
OTBETCTBEHHOCTH T0JIb30BaTes el OAHKOBCKUX KapTOYEK.

Yuumoviean uznoscennvie evimwe axkmol, npueedem - Hexomopwie
PeKomenoayuu 0aa noavzoeamenei cemu Humepnem, Komopwvle mozym
CHU3UMDb 6EPOAMHOCHb COBEPUICHUA 6 OMHOUWIEHUU HUX NPOMUGONPAGHBIX
OesaHullL:

« Ul BBIXOJA B C€Th HMHTEpPHET HCHOJIB3YHUTE YCTPOMCTBA, HA KOTOPBIX
YCTAHOBJICHO CHEIHUAIIBHOE MTPOTrpaMMHOE OOEcCIeueHHe, MNpeaHa3HaYeHHOEe IS
OOpBOBI C BPEJIOHOCHOW aKTUBHOCTBHIO, CBOEBPEMEHHO OOHOBIISIITE €ro;

« UCTIOJIb3YITE OMEPAMOHHYI0 CUCTEMY C YCTAHOBJIEHHBIMH OOHOBJICHUSMU
0€30IMacHOCTH, aKTyaJIbHBIE BEPCUH APYTOTO MPOrPAaMMHOT0 00€CTICUEHNS;

« TIPY UCIIOJIb30BAaHUM M3BECTHBIX Bam caiiToB, oOpalaiiTe BHUMaHUE Ha HUX
BHEILIHUHW BU/I: BO3MOKHO BBl 3all11 HA MOAAEIBHYIO €r0 KOIIHUIO;



« BBOJIUTE JMYHYIO HHGOpPMAIMIO TOJBKO Ha BebO-caliTax, paboTarommx ¢
MCIIOJIb30BAHUEM 3aIlIMIEHHBIX TPOTOKOJOB (0OBIYHO B Opaysepe psSaoM C
aJ[pecoM TaKOTr0 caiiTa 0OTOOpa)xaeTcsi 3HAaUOK 3aMKa Ha 3€JIeHOM (OHE);

« HE UCIIOJIB3YHTE OJIMHAKOBBIC JIOTUHBI U TIAPOJIM HA Pa3IMYHBIX caliTax;

« HE UCIIOJNIB3YHUTE CIUIIKOM JIETKHE MapOJH, JUOO TE€, O KOTOPBIX MOXHO
JIETKO JorafaThes (1aThl pOKACHUS, HOMepa Teae(OHOB U T.J1.);

«TI0 BOBMOXXHOCTH HCIOJB3YWUTE ABYX(PAKTOPHYIO ayTeHTHU(HKAIIUIO, KOTJa
KpoOME BBOJa JIOTMHA U TMapojis HEOOXOJMMO BBOJIWUTH BPEMEHHBIH KO,
OTHpPaBJsIeMbIi OOBIYHO Ha MOOWIBbHBIN TenedoH B Bujae SMS-cooOiieHus: aubo
push-ysenomieHus;

« OCTEpETAlTEeCh HEOXKHMIAHHBIX WM HEOOBIYHBIX 3JIEKTPOHHBIX COOOIICHUH,
JakKe eCIM BaM 3HAKOM OTIPaBUTEb, HUKOTJA HE OTKPBHIBAWTE BIIOKECHUSI U HE
MEPEXOJIUTE MO CChUIKAM B TAKUX COOOIICHUSX;

«C OCTOPOXKHOCTHIO OTHOCHUTECh K IHCbMaM, B KOTOPBIX 3allpalldBarOTCs
JTaHHBIE CYETOB ((DMHAHCOBBIC YUPEXKIACHUS TOYTH HHUKOT/A HE 3alpallrBaroT
¢uHaHCOBYIO MH(MOPMAIIUIO TO SJEKTPOHHON MOYTE), HUKOTJA HE OTHpPaBISHTE
(dbrHaHCOBYIO0 MH(OPMAITUIO MO HEe3alUIIIeHHBIM HTepHEeT-KaHaaM;

« IPU MOCTYIUIEHUU COOOIIEHUN OT 3HAKOMBIX, COJAEPIKAIUX MOOYXKIAECHUE K
OCYIIECTBICHUIO (UHAHCOBBIX TpaH3aKUMi JuOO0 Tiepeaade (PUHAHCOBBIX
PEKBU3UTOB, 0053aTEIbHO HEOOXOAMMO MPOBEPUTH JIaHHYI0 HH(POPMALUIO C
MCIIOJIb30BAHMEM JIPYTHX KaHAJIOB CBS3W (JIMYHAs BCTpeya, TeIe(OHHBIN 3BOHOK,
MECCEHKEP, MOAACPKUBAIOLIMNA TOJOCOBYIO CBfA3b), JTUOO B KpalHEM Ciydae
UACHTU(DUIUPYHTE TMIHOCTh COOSCETHNKA ITyTEM 3a/1aul KOHTPOJIBHBIX BOIIPOCOB,
OTBETHI HA KOTOPHIE HE MOTYT OBITh H3BECTHBI TPETHUM JIUIIAM;

.ecii Bwl He wucnonp3yere OAHKOBCKYIO IUIATEKHYIO KapTOUKY ISt
ocyiiecTBiaeHuss HTepHeT-tuiaTexeld, oOparuTech B OaHK ISl  YCTaHOBKHU
COOTBETCTBYIOIINX OTPAaHUYEHUN JJIST KapTHhI;

«IIpU OCYyLIECTBIEHUU HHTEpHET-IIaTeKEW MO BO3MOKHOCTH HCIOJIb3YUTE
TEXHOJIOTMHU 00€CTIeYeHH s JOTIOTHUTEILHON 0€30MaCHOCTH MJIaTeXEMN, TaKhe Kak 3-
D Secure mns MeXIyHapOAHBIX IUIATSXKHBIX cucteM Visa u MasterCard wim
HNurepuer [lapons nns mnarexuoi cucrembl bEJIKAPT.

K coxanenuto, nath pPEeKOMEHIAIIUM O TMOBEAECHUM B KaXJOM BO3MOXKHOM
cllyyae HeNb3s, HO B OOIIEM MOKHO MNPEIJIOXKHUTh IOJb30BaTEIsIM B JIIOOOU
CUTyalluu HE TEPATh OJAUTEIHHOCTh M KPUTHUYECKOE OTHOIICHHE K OKPYKAIOIIUM
HacC SIBIICHUSIM U COOBITHSIM.

B ciydae coBepiieHus B OTHOIICHHMHM Bac TpOTHUBONpPaBHBIX JICSHUMH,
pekoMeHayeM Bam B kpaTdaiiiiie cpoku 0OpaTUTLCS B OpraHbl BHYTPEHHHX IS 10
MECTY JKUTEJIbCTBA JTM00 0OHAPY>KEeHUS (paKTa COBEPILICHUS PECTYIICHHUS.

Bawa o600oumenvnocmov yoepeyscem Bac u Bawux 3nakomwvix om
NPOMUBONPABHBIX HOCAZAMEILCHIE CO CHIOPOHBL MPEeMbUX auy!



